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Agenda 
• Topical Introduction and Overview 
• Product Counterfeiting: Risks and Trends 
• Product Counterfeiting: Proactive Response 
• Employment Trends 
• Employee Theft: Trends 
• Employee Theft: Mitigating Emotional Losses 
• Concluding thoughts 
• Questions 



Today’s White-Collar Crimes 
The term “white-collar crime” is still defined by some of 
its earliest conceptualizations: 
 
 “A crime committed by a person of respectability and 
high-social status, through the course of their 
occupation.” 

Edwin Sutherland (1939) 
 
 “A non-physical crime committed through 
concealment or guile.” 

Herbert Edelhertz (1970) 
 
 



Typology of Workplace Deviant Behaviors 

Robinson, S. L., & Bennett, R. J. (1995). A typology of deviant workplace behaviors: A multidimensional scaling 
study. Academy of Management Journal, 38(2), 555-572. 
 



Today’s White-Collar Crimes 
Property deviance can create substantial harms for any 
organization: 
- These effects are most noticeable and most serious 

in small and medium enterprises (SMEs) 
 Highlighted by ACFE’s Bi-Annual Report to the 
Nations 
 
- Creates ripple effects throughout the organization, 

and can precipitate other forms of WDB 
 
- Some harms can be mitigated, while for others we 

must prepare appropriate responses 



Product Counterfeiting - Overview 
What is Product Counterfeiting? 
 Counterfeiting is a violation of a brand owner’s 
 trademark rights (a form of intellectual property) 
  

Brand owners are entities that control brands (logos, 
names, symbols, etc.) used to distinguish their 
goods from the goods of others 
 
This is a crime committed against a business by an 
individual or another business (legitimate or 
illegitimate) 

 



Product Counterfeiting Risks 
Counterfeiting can erode profitability and market share: 
 

Counterfeit goods displace legitimate goods 
 
Consumers purchase counterfeit goods over 
genuine goods 

 
 Product counterfeiters are the “unseen 
competitor” 

 
 



Product Counterfeiting Risks 
Risks to consumers can range from very small to quite 
large: 
 
 Monetary losses include costs to replace goods that 
do  not perform as intended 
 

Product failures can injure users and others 
 
Pharmaceutical counterfeiting can create some of 
the most serious harms for consumers, including 
death 

 



Product Counterfeiting Trends 
10% to 30% of all medicines in developing nations are 
counterfeit, and across the globe $75+ billion in 
counterfeit medications are sold each year (World 
Health Organization) 
 
5% to 7% of global trade (International Chamber of 
Commerce) 
 
Annual counterfeit trade volume is approximately $200 
billion US per year (OECD) 
 If consolidated into one country, would be 57th 
largest  economy, just behind the Czech Republic and 
just ahead  of Peru. 





Retrieved from: https://www.cbp.gov/document/stats/fy-2017-ipr-seizure-
statistics 



Product Counterfeiting Trends 
Unfortunately, we do not know how large the problem 
actually is: 

Current estimates are based upon seizure data 
 
Counterfeiters do not report their production 
numbers and gross margins 

 
Counterfeiting is a crime – therefore it has a dark 
figure, or unknown activity level, that is impossible to 
accurately record 

 



Product Counterfeiting: Proactive 
Responses Effective anti-counterfeiting strategies depend upon 
vigilance throughout the supply chain 
 
Diligent records keeping and monitoring, as well as 
information sharing have been effective 
 
Know Your Customer (KYC) procedures are being 
championed by transportation intermediaries and brand 
owners 
 Recordation practices are essential! 



Product Counterfeiting: Proactive 
Responses • Regular audits of financial, production, and logistics 

records are excellent tools in the fight against 
counterfeiting 

 
• Financial audits can help to detect illicit funds moving 

through legitimate organizations 
 
• Production records can be analyzed to find 

anomalies between units produced versus units sold 
 
• Logistics records can reveal patterns in illicit 

shipments 
 
 



Product Counterfeiting and Employee 
Fraud Effective anti-counterfeiting strategies rely upon good 
recordation practices and the active involvement of 
employees as guardians 
 
Employees who are complicit with counterfeiters have 
been able to create fraudulent documents and 
electronic records 
 
The (false) legitimacy afforded counterfeiters allows 
them to pass the scrutiny of customs agencies, 
consumers, and other supply chain intermediaries 



Employee frauds represent the greatest 
area of risk for any business. 

 
Dissatisfied employees are the most likely 

perpetrators of insider frauds. 



Employee Trends – Job Satisfaction 
• According to a study done by The Conference board 
(2018), 51% of U.S. workers feel “satisfied” with their 
job 
- Workers were least satisfied with their company’s 

promotion policy and bonus plan 
- Job seekers are expected to have many greater 

options in the coming years, leading to higher levels 
of satisfaction 

 
• This suggests that dissatisfied workers may choose 

to exit before engaging in internal deviance, which 
should push down the occurrence of employee theft 

 
 



Employee Trends – Job Satisfaction 
• A study by the Society for Human Resource 

Management (2017) found that 89% of U.S. 
employees were “satisfied” or “very satisfied” with 
their current job 

- 61% of employees surveyed stated that pay was 
“very important”, yet, only 26% were “very satisfied” 
with their pay 

- 65% of employees surveyed stated that respectful 
treatment was “very important”, yet, only 38% were 
satisfied 
 



Retrieved from: https://www.shrm.org/hr-today/trends-and-forecasting/research-and-
surveys/pages/2017-job-satisfaction-and-engagement-doors-of-opportunity-are-
open.aspx 



Employee Trends 
• Employee theft is rarely an employee’s first response 

to dissatisfaction 
- Growing opportunities to exit a bad situation and find 

another employer will likely mean fewer cases of 
employee theft, except: 

  - Unskilled or low skilled positions 
  - Within industries where job prospects are not 
as    plentiful 
  - Theft is a response to other external or internal 
   motivations 



Employee Theft Trends 
ACFE Report to the Nations data show that SMEs are 
consistently overburdened with the costs (losses) of 
employee theft 
 Median loss is nearly 2x that of larger firms (2018 
report) 
 
ACFE data also show that fewer cases are referred to 
law enforcement 
 In 2008 69% of cases were referred for prosecution; 
in 2018 only 58% of cases were referred to law 
enforcement 
 
 



National Retail 
Federation 
data suggests 
fluidity  
 
 
 
 
 
 
Retrieved from: 
https://nrf.com/research/national-
retail-security-survey-2018 



Mitigating Emotional Losses 
While it is common to assess employee theft in terms of 
economic losses the emotional costs may more important 
than the financial 
 
Lingering emotional outcomes influenced how the victims 
behaved as people and managers for a substantial time 
 
“We just feel that it’s kind of our duty [providing high-quality 
health insurance] and it’s a benefit we have here to help 
make the job more attractive to people. And with a small 
group of employees that have been here a long time, you 
know, you feel like its family. And to have theft go 
on…[respondent sighed, then fell silent].” 
 



Mitigating Emotional Losses 
Long-term, persistent, emotional reactions following 
employee theft may seem counterintuitive, however, the 
emotional blow of the crime arises out of the violation of 
trust and the severing of emotional ties 
 
“I’ve always been a pretty trusting person. And it’s like, I 
felt like I really went out on a limb, and other people did 
here for her, and it’s like, she just slammed. It just, it 
made me feel like crap, you know. It just, you know, 
cause like I said, it just, we’re small but we’re not small, 
but it’s a small office, you know. And you like to think 
you can help people. It’s shitty.” 
 
 



Mitigating Emotional Losses 
Even a non-violent property crime, such as employee 
theft, can provoke strong emotional responses when it 
occurs within the context of a trusted relationship 
 
The process of recovery from victimization must 
acknowledge the emotional and psychological needs of 
the victim 
 
Accordingly, businesses should have a plan for 
dealing holistically with employee theft 
 



Concluding Thoughts 
Product counterfeiting will continue to grow in scale and 
scope 
 Increased auditing of records and information 
sharing can help to identify weaknesses and ongoing 
schemes 
 
Observed cases of employee theft may decline in the 
near future, but they are not likely to remain low over 
the long-term 
 Some forms of theft will persist, and chronic 
offenders may find the current environment suitable to 
their continued deviance 



 
Thank you! 

 
 
 
 
 

Jay P. Kennedy, Ph.D. 
jpk@msu.edu 
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