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Good evening. 
 
Tonight’s discussion is about cyber security 
strategy. 
 
It will be less technical and more an 

exploration. 

 

 

 

 

 

 

 

 

 

 

A few words about me. 
 
My slogan. 
 
A little about the squirrel. 
 
That’s enough. 
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Porter - Strategy is as much about what not 
to do as it is about what to do. 
 
So here’s what we’re not going to discuss 
tonight. 
 
Simple reason – strategy depends on 
circumstance. 
 
Right strategy for one company may well be 
the wrong strategy for another company. 
 
Therefore, there’s no magic formula. 

 
What follows are suggestions. Ways of thinking. 
 
These are my opinions, based on years of experience working in IT strategy, security, risk and 
audit. Feel free to challenge. 

 

 

 
 
Now, to warm us up, I’m going to take 
us through a few exercises. 
 
Riddle about the fleas. 
 
Notice how a riddle seems different, 
when you don’t know the answer. 
 
Once the answer is known, the riddle 
is forever changed. 
 
You could also say, in the modern 
world, that another answer is 
malware. 

 
Note also that, once you know the answer, you may be at risk of applying it even when the 
question subtly changes. 
 
And last, note how some riddles (frequently when doing strategy) may not have answers. At 
least not immediate ones. 
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Second problem, the Vatican. 
 
I usually ask for a show of hands – do you 
think it’s any of the numbers on the left? 
 
Pope John XXIII was asked this same 
question – his famous answer, “About Half.” 
 
Note that if your answer is on the left-hand 
side, you have a different situation than if 
your answer is on the right. 
 

 

The answer changes the contour of the problem – and likely the action to solve it. 

 

 

Third problem, dates. 

Fascinating title of a novel by Umberto Eco 
(apologies to him, the book is completely 
differentfrom my usage) : The Island of the 
Day Before 
 
Each of these dates are the day before: 
World War I; Hitler invading Poland to start 
World War II in the West; the day before 
dropping the first atomic bomb on 
Hiroshima; the day before Kennedy was 
assassinated in Dallas. And the day before 
Pearl Harbor, and of course… 

 
How surprises really aren’t, but only appear to be. Chance favors the prepared mind. 
 
Think of how you have changed. Remember the time before COVID-19? Hindsight is 20-20. 
 
We will learn more about what we should and shouldn’t have done, years from know, when we 
reflect on what worked and didn’t work. With the clarity of hind sight we can define conspiracies 
and adjust the truth to suit our thesis. Think of all the JFK conspiracies. 
 
If we can do this in hindsight, how much more likely are we to fall victim to suggestions made 
against a backdrop of uncertainty? 
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Keep this in mind. 
 
We change technology, and it changes us. 
Nick Carr’s book describes how we are meant to 
intake information to our brains at the speed at 
which we read. Why? Because at that speed, 
uninterrupted, we send information from our 
“surface” mind to our “deeper” mind – where 
connections and judgments are made. 
 
Because the Internet is (as Bruce Schneier has 
said) an interruption service… 
… we end up flitting from bits of information – 
or Tweets – to new bits of information 

 
We are at risk of not being able to make judgments about what we see and hear. Information 
drives our world. Information has become our world. The “I” challenge is both the information 
and the Integrity of that information. We may be losing our ability to judge the “I” (integrity) of the 
“I” (information). Hence, labeling things fake news to make us believe that that’s the case. 
 
So, with all of this as background, let’s get started. I’ll start with a simple strategy definition – two 
words. 
 

Path forward.  
 
That’s it. That’s all strategy is. 
 
Big or small, it’s the same, whether you’re 
defeating the Spanish Armada or simply tying 
your 
shoes. 
 
It may be overlaid with processes, procedures, 
frameworks, etc. But it’s always the same. 
 
Path forward. Sounds easy, doesn’t it? 

Why do strategy?  
 
Ever felt lost in your organization? Peters and Waterman (In Search of Excellence) – CEO asked what 
his job was, his response: “Get the herd moving roughly west.” But… How do you send them west, 
without some notion of (a) where “west” is, and (b) what’s between those cattle and “west?” 
 
Figure out a path forward. You first MUST know where you are.If you think that’s easy, just look 
around at organizations, etc. Many losing their way.  
 
Think about today, with COVID-19. Where are we? And what’s the path forward? 
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A story. At my first exam in first MBA 
graduate school class, in Organizational 
Behavior. [Hair] 
 
I thought I would read a story problem and 
have to provide short-essay answers to 
specific questions. 
 
First question – “What’s going on here?” 
 
Have to take a step back and use all your 
senses:  What’s going on here. 
 
 

The Org Behavior professor was also the Dean of the school – and he taught the strategy class at the end 
of the program. 
 
Why is this relevant? 

 

Because Richard Rumelt (Good Strategy, Bad 
Strategy) once said about strategy: 
 
“A lot of strategy has to do with simply 
figuring out what’s going on.” 
 
The is the fiirst thing we have to do. 
What’s going on? 
 
Figure out where we are.Find the simple in all 
complexities. 
 
A LOT harder than it looks. 
 
 

Think it’s easy? Where are we with COVID19? 
 
So… 
 

I’ll give you a couple of ways of looking at things.  
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This is a simplified version of the famous 
Kaplan and Norton Strategy Map; you read 
from bottom to top. Four parts: 
1. People are foundation; they build and 
maintain 
2. Processes, which organize and drive 
your enterprise so that you may provide 
products and services to 
3. Customers, which (if you’ve been 
efficient and effective) will find value in your 
products or services, and this drives 
4. Results, which in business are usually 
financial, but we should think about 
community and sustainability as well 

 
Here’s an odd thought -- Jeremy Susskind recently wrote a book called Future Politics, in which 
he asked if code is replacing people? Robotics? Algorithms? Cathy O’Neil – Weapons of Math 
Destruction: How Big Data Increases Inequality and Threatens Democracy 
 
Code in self-driving cars responding to code in intelligent infrastructure? 
 
Will this replace people? 
 

More Kaplan and Norton: Balanced 
Scorecard –balance sometimes conflicting 
goals measures. 
 
One of a leader’s primary responsibilities is 
balance. Charting a strategy path forward 
requires balancing the often-competing 
forces driving the elements of the Map. 
 
Balance is easier said than done. For 
example, here are three simple questions: 
Do we go fast or do we go safe? And under 
what conditions? And how do we know 
when to do which one? 

 
Richard Rumelt: You don’t have a good strategy unless someone’s getting hurt. Difficult choices. 
Consider decisions to close the Mercury and Oldsmobile Divisions. People who’d given their careers 
to those product lines. How did they feel? People sitting around tables in this virtual room. What will 
COVID19 endurance and post-COVID19 activity mean to each of us, when the path forward is 
followed? 
 
These are the effects of strategy. 
 
Keep this in mind as we build on this notion of a cyber security strategy. 
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Remember the elements of strategy – Lets 
discuss: 
 
What the overall goal of cyber security might 
be. 
 
What’s the path “west” for the herd? 

 

 

 

 

 

 

 

 

 

To begin, I’m going to give you the Four R’s – 
Right Information, Right Recipients, Right 
Place,Right Time. 
 
That’s it. 
 
The Four R’s are the goal cybersecurity, for IT 
and even often for business 
 
Easy to say, hard to accomplish:  Consider 
what “Right” really means 
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Business = IT = Cybersecurity = the 4 Rs. 
Think about it. 
 
Two triangles. 
 
People in IT Security are well acquainted 
with the top triangle (CIA) – Confidentiality, 
Integrity and Availability. 
 
People in fraud protection are familiar with 
the bottom triangle (OSP). That’s the Fraud 
Triangle. Usually refers to financial fraud 
 

Broaden its use here:  Fraud as misinformation. Fraud as a way to overturn inequality. 
 
These two triangles are connected to each other. 
 
The top triangle frames the value of information; the bottom is the motivation to abuse that 
information for personal gain. 
 
We’ll return to these thoughts later. 
 

4 Ares, from ValiIT. (These were later 
incorporated within COBIT5 – also may be 
related to the K&N strategy work.)  
 
Doing the right things – strategic, choosing 
what to do, what not to do. Your highest 
policies, your tone at the top, goals. 
 
Doing things the right way is about policies, 
standards and procedures. Frameworks, 
controls, reviews. 
 
Getting things done well – skills, 
management. Hire or reskill. Execution and 

operational excellence – visit later. 
 
And finally, getting results. Measure of success. Worm Ouroboros, anyone? (The worm that eats its 
own tail) Measures of success derive their meaning from the first Are. Answers, “We’ve done what 
we set out to do.” Or as a strategy director I once worked for said, “Begin with the end in mind.” 
 
Now, key to getting all of this right is keeping it simple. Writing shorter vs. longer. Easy to make 
things complex, harder to simplify. 
 
Policies, standards and procedures grow over time – we’ll discuss the effects of this. 
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We spend the most time in 2 and 3 (the right 
side) – it’s easier to figure out and easier to 
measure… BUT… 
 
If we don’t get 1 and 4 right (the left side), 2 
and 3 won’t matter that much. 
 
We won’t discuss this today (interests of 
time) – but -- what does Right Things mean? 
 
Consider sustainability, community presence, 
how you treat your customers and your 
employees; these are some of the “rights” as 
well. Tone at the Top and Ethics can live here 

(and sometimes in Are2). Think Wells Fargo, Enron, other notable examples of companies that went 
sideways. 
 
Are 2 and 3 are the engine driving the execution of strategy. But if you are driving a strategy that 
is ethically wrong or self-defeating, 2 and 3 become an engine of destruction. 
 
 
 

 
 
 

The Four Ares can be used to figure out how 
you achieve the 4 R’s. 
 
The 4 R’s – the goal of what you do – is the 
right approach to information security, IT in 
general, and also much of business, which is 
information-driven today. 
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And now we need to ask three simple 
questions. 
Three questions: 
 
Where’s your business been – Perspective; 
 
where is it now – Perception; and 
 
where is it going - Prediction? 
 
 
 
 

 
 
 
 
 
 

 
This generic context diagram (without the 
pale blue square) is your basic business. 
 
You intake investment and supplies (and, 
abstractly, demand), work with partners and 
affiliates, abiding by regulations and 
government oversight, to deliver (via 
channels) to your customers. 
 
The larger square illustrates some of the 
things that ping on your organization. 
 
 

Therefore, your company is an organism of imprecise and permeable boundaries. 
 
Infrastructure cyberattacks which may be probes – Bruce Schneier, preparing the battlefield. 
 
In light of COVID19 – how oddly proper the Resilience statement is. 
 
Yet this is the underpinnings for everything – resilience – in ourselves, our companies, our 
society. 
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Back to the three questions: Where you’ve 
been, where you are, where you’re going. 
 
Where business has been explains the why of 
things. Important. Company history is 
expressed in culture. 
 
Technical debt – money and tech available at 
the time. Security issues – maintenance, 
knowhow. Today’s agile, IoT = tomorrow’s 
tech debt (shiny objects rust). 
 
 

Risk debt – new term - accumulated policies, standards and procedures. Complex, too much, 
contradictory, confusing, coefficient of drag. Who understands the sum total of your risk debt? 
Anyone? Do you still need the policy / standard? Too broad? 
 
Decision debt - also new term – legacy of all past decisions. Found in people / experience, policies, 
practices, public image = culture. 
 
All this is why it’s so hard to change. Think of young companies that haven’t accumulated this stuff – 
versus established organizations for which this is a constant challenge. 
 

 
Competitive Advantage is more difficult to 
define, hard to copy 
Two Competitive Advantage examples: 
Southwest Airlines and nVidia. 
Continental’s spanning strategy, copying 
only part of “secret sauce” of Southwest – 
and failing; nVidia, 3x release cycles, blew 
away competition, now doing AI / 
autonomous (reference for thisis Rumelt’s 
book) 
 
 
 

Operational Excellence is more concrete and measurable. Managers tend to settle here. But OpEx 
is also easier to copy. Any “advantage” here is false or short-lived. Your competition will catch you. 
It’s an endless race. We see it in the “race to the bottom.” 
 
Leaders use imagination to look for places where there are new opportunities – where 
competitive advantage can be established. 
 
Also – important (not reflected here) to SWOT your organization and use the strengths to deepen 
your competitive advantage, while weaknesses and threats may drive new opportunities. 
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Even CompAd is fragmenting – markets being 
sliced into thinner bits, vendors picking at 
individual components of cybersecurity, 
recommendations everywhere. 
 
And these OpEx measures tell only part of 
your story. What’s truly important? Fewer 
auditcomments on financial issues or fewer 
opportunities for breaches? 
 
 
 
 

Think balanced scorecard. The tensions of strategy and the opposing forces of CompAd and 
OpEx are demonstrated in the metrics. 
 
 
 
 
 
 

 
 
This was a quote from a character in my 
“Santa” novel: “Thoughtful companies are 
dead ones.” (I didn’t like that character) 
 
Is it true? 
 
How do you avoid over/under thinking not 
only your strategy, but your resulting 
investment? 
 
 
 

 
See the words in the Red Box. This is similar to the approach Steve Jobs would take (ref: Isaacson 
biography) – look for theintersections between, say, technology and art 
 
In the intersections are opportunities 
 
Also – the audit approach is to look for places where change has occurred in the organization – 
these are often where risk / lapses / weaknesses will crop up. 

  



 

SEMCACFE CYBERSECURITY STRATEGY NOTES 13 MAY 2020 
 

CYBERSECURITY STRATEGY PRESENTATION – MAY 2020 (SEMCACFE) 

 
This is the matrix for strategy: the build is 
important here. 
 
First, the organization as described earlier, 
left-hand upper corner. 
 
Next, the green boxes – these are typical of 
an organization and comprise the Affordable 
Cost Structure. In other words, if you have 
too much cost here, you can’t “afford” to 
build your product or service – and you’ll go 
out of business. 
 

 
Product / service also relies on suppliers and partners – and you may be involved in M&A as 
well. 
 
Now, the purple arrows demonstrate some of the influencing technologies; the maroon, some 
of your security / risk practices. The key here is to realize that both technologies and practices 
intersect in varies areas of your Affordable Cost Structure; impact your Suppliers and Partners; 
and weave through M&A decisions. 
 
Key questions: How much security can you afford? What can you afford NOT to do? (Remember 
Porter – strategy is equally about what NOT to do) And what is your appetite for risk – IN EACH 
AREA? 
 

 
Let’s bring in Kaplan and Norton and the 
first of the four “Ares.” 
 
Goal is still to deliver the right information, 
to the right recipients, at the right place and 
time 
 
Given where you think your organization 
may be headed – you have to answer 
where you will place your big bets. This is 
the CISO investment question. 
 
 

Factory floor, with IIoT? Consumer experience? Combo? Etc. Is it consumer experience? Will you be 
using advanced analytics to capture and interrogate consumer information? Core business - robotic? 
Autonomous transportation? 
 
Have to know this to know where to place big security bets This will address whether you are doing 
the right things. 
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Let’s next look at processes. 
 
Here, we’re not describing the security 
processes; rather, these are your business 
processes. 
 
Which are the most important? Of those, 
which are the most at risk? 
 
The business continuity tool here is the 
Business Impact Assessment (BIA) – too 
much to describe here, there is a whole 
discipline involved 

 
And – you want to consider a future-oriented BIA 
 
What are BECOMING your most critical processes; where are you BECOMING more 
reliant on technology; how are you BECOMING more at risk? Related concepts here: the shifting 
value of the information you’re protecting; and risk “heat maps” that evolve over time. Go from 
100% (hundreds of processes) to 10% (tens of processes) to the top 10 most critical, 
most at risk 
 

Once you have future-mapped your critical, 
at-risk processes, turn next to People 
One of the most intractable problems in 
large organizations is the internal / external 
demographic issue: 
A distinguished colleague in workforce 
planning called demographics the “pig in the 
snake” -Your internal demographics are 
shaped by loyalty, hiring practices, downturns 
andlayoffs, etc. Plus, you may have a “multi-
humped” distribution of experience in your 
organization, and you will likely have a 
number of people in mid-career – often “too 
old to quit and too young to retire” – due to 

their life / community journey. 
External demographics are shaped by the region from which you draw your talent. You must be 
imaginative enough to hire for tomorrow, not just today. You must harvest wisdom, create 
meaningful pathways for more senior individuals, and harness the energy of incoming folks. 
Reskilling may be necessary – use it as an opportunity to reinforce and communicate your 
investment in people – especially in hard times 
Cybersecurity attracts moths – high-fliers chasing the flame, who may not be as loyal to your 
organization as they are to their next move. Acknowledge that risk; also seek to find passion 
internally 
Releasing when all else fails – truly in the best interest of both your organization and the 
individual 
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Internal customers are everyone in the 
company, including yourselves. External 
customers are everyone else. 
 
For yourselves – simplify your world. 
There is strength in the hard work of 
simplification. Work down technical debt 
through asset management and retirement of 
old solutions where feasible. Seek policy 
simplification, etc. 
 
(Ask me later about my electrical analogy. – 
Spoiler alert – I have another presentation on 
Policy Simplification.) 
 

For all your customers, awareness is reinforced through simple policy explained by simple 
examples and repetition. 
 
For internal and external customers, drive satisfaction and trust via follow-throughs: 
 
This is Responsiveness: Responsiveness to need, Responsiveness to event, Responsiveness to 
recovery. 

 

Resilient enterprise: Agile, Responsive, and 
Recoverable. 
 
Keep trust foremost – if you deliver the four 
“rights,” you will. 
 
You will get hit by a cyber attack. That’s 
given. Deal with it. And when the inevitable 
occurs, it will be how you respond that will 
carry the day. (See the Norsk Hydro 
ransomware example) 
 
 
 

Your processes can always be improved. Out of breaches and other issues, seek learning. 
 
Nothing is shock-proof. 
 
But resilience = inner strength you can count on, confidence to prevail. Your internal customers stay 
satisfied, your external customers loyal. 
 
And that drives the results your organization requires to survive and thrive. 
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About the future. 

How CIA and Fraud play together – Think hard 
about these two triangles and how the red 
one is the spur for malevolent activity aimed at 
compromising the green one. 
 
Connected Everything, Intelligent Everything, 
and Learning Everything 
 
The base is information. 
 
Jeremy Susskind, “Future Politics.” Code is 
becoming law. Algorithms begin to control us. 
 

Headlines -- Ransomware. Fraud. Trafficking. Hacktivism. Nation-state attacks. 
 
Part of this is due to inequality – not just of money, but of information, of opportunity, of 
technical savvy. 

 

Don’t be blinded by tech, shiny objects. Single 

biggest crisis isn’t the latest attack, the latest 

vulnerability, the latest headline. 

Biggest threat is the systematic development, 
application and presentation of 
misinformation. 
 
C and A important, but not enough. The “I” of 
Integrity where the true battles are to be 
fought. Ransomware steals headlines and costs 
money. Identity theft creates personal havoc. 
 
 

But loss of integrity – the inability to trust the information that fuels everything we do – is the 
greatest threat we face. Stuxnet. Brexit. Fake news. Spoofing medical vital signs (Israeli). Bots and 
counter-bots, warpedAI and flawed machine learning. 
 
When you cannot trust your eyes to send to your brain the information you need to make your 
decisions wisely, how secure are you? 
 
Do you master AI / ML, or does it master you? China Syndrome, 1979, operator action, near-
meltdown, faulty guage. Movie released 12 days before 3Mile Island. Based on true event - Dresden, 
Chicago. The technology then was physical gauges. Today, it’s IoT devices. The flaw is the same. 
 

What do we do when human hunch is gone?  
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And inequality, likewise, knows no technical 

boundaries. 

Last quiz question (asked in 2019, when this 
was top of mind vs COVID19 today): How 
many school shootings are enough? 
 
Worst school massacre ever. 1927. Bath, 
Michigan. 44 people killed, 36 of them 
elementary school students. Weapon of 
choice: dynamite. Fueled by inequality – a 
worker who thought he had been 
mistreated. 
 

The technology is just the latest shiny object – the opportunity to use something. The pressure 
and rationalization – rooted in human nature – are ever the cause. 
 
Therefore, in information security, understand how the Fraud Triangle fuels the attack on the 
CIA triangle. Pressure and rationalization, waiting for opportunity. To make what is unequal, 
equal. 
Inequality fuels hacktivism, ransomware, state-sponsored attacks, competitive theft, and a 
host of other things. 
 
This is the WHY of attacks. Tech is only the How. 

 

You must understand the why of your 
attackers. 
 
You must understand what you have that 
they want.  And future - what you WILL have, 
that they WILL want. 
 
Sharpen cybersecurity strategy by looking 
beyond the technology. That’s the 
opportunity. 
 
Look toward the motivation – the 
rationalization. 

 
Behind this is also how information is valued, by whom, and to what degree (covered in 
Policy Simplification). 
 
WHY ransomware? WHY APTs? WHY hacktivism against your organization? 
 

Always ask WHY.  
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Here are the elements on one page. 

 
 
Chinese proverb: 
 
If we don’t know where we’re 
going, 
 
We might end up where we’re 
headed. 
 
I thank you for your patience in 

journeying with me tonight.  
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