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ABOUT ME

| am currently studying for my CFE
certification.

| originally planned to study veterinary
medicine before entering banking.

I’m surprisingly terrible at math despite
working in finance.

I’m getting married in three weeks.

| enjoy trying new restaurants in Detroit
with my fiancé and our dog, Bart.
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Check fraud losses Check fraud remains the Bottom line, many people
reached $38.5 billion #1 payment fraud threat assume checks are
globally. The U.S. to businesses and disappearing. The reality
accounted for $33.6 = financial institutions is that check fraud is
billion dollars growing faster than ever.
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How Criminals Commit Check Fraud ?
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UNDERSTANDING
CHECK FRAUD




WHAT IS CHECK
FRAUD?

CHECK FRAUD OCCURS WHEN A
CHECK IS STOLEN, ALTERED,
FORGED, OR COUNTERFEITED TO
ILLEGALLY OBTAIN MONEY FROM
AN INDIVIDUAL, BUSINESS, OR
FINANCIAL INSTITUTION.




0 DEFINITION

"]
E’ WHAT IT IS

HOW IT
HAPPENS

EXAMPLE

KEY POINT

RESULT

A fake check that is
completely counterfeit and
not legitimate.

Not a real check.

FAKE CHECK $

s

Criminals create a fake check
using stolen account information
or counterfeit check stock.

A fake check for $5,000 is
mailed to a victim as
payment for a job.

It is not a real check.

The bank discovers the fraud,
returns the check unpaid,
and the victim loses money.
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A real check that is signed
without permission or
with a fake signature.

Real check with a
fake signature.

[

Pay to the
Order of

Criminals steal a real check and
sign the account holder's name
without permission.

A check made out to "ABC Co."
is stolen and signed over to
the criminal.

The check is real,
but the signature is fake.

The bank discovers the fraud,
returns the check unpaid,
and the victim loses money.
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COUNTERFEIT CHECK FORGED CHECK ALTERED CHECK

A real check that is
changed after it is written.

Real check with changes
made to details.

oo $[00000] |

Five thousand and 00,100

v

Criminals change the payee name,
amount, or other details on a
legitimate check.

A check made out to "ABC Co."
for $500 is altered to
$5,000.

The check is real,
but the details are changed.

The bank discovers the fraud,
returns the check unpaid,
and the victim loses money.
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Organized Crime Rings Technology

Criminal networks use mail theft, S . .
stolen personal information, and Technology, mobile banking, and

organized fraud rings to access remote deposif.s.hqve created new
checks and financial data at scale. opportunities for fraud.

Faster Payments

Online Criminal Marketplaces

Faster payments allow criminals to
move stolen funds quickly, while
many organizations struggle to keep
pace with evolving fraud tactics and
detection capabilities.

Social media and messaging
platforms allow fraudsters to buy,
sell, and share stolen information.




STOLEN DATA FOR s,

i ® Fullz Packages

Bank Accounts
Credit Profijes
Check Templates

REAL WORLD FRAUD N
TRENDS y
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How Financial Institutions Detect Check
Fraud

1. Check Is Submitted

2. Check Is Analyzed

3. Check Is Compared

4. Risk Is Assigned

5. Analyst Review

4
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My team works with financic itutions across the country and reviews fraud trends
daily. Based on FinCEN data and what we're seeing in the industry, three fraud types
consistently account for the majority of check fraud activity: altered checks, counterfeit
checks, and forged signatures.




GOOD CHECK:
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BAD CHECKS:
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COUNTERFEIT
CHECK EXAMPLE

Similarities We Noticed :

® Same routing and account number on
MICR line

Red Flags :

®* Different Symbol

® Signature Mismatch

® Different Fonts throughout the check
®* Different Account Numbers

® Different Addressees




I' FORGED CHECK
EXAMPLE

DESIGN WEST ENGINEERING, INC,
AN E VARGEABLT deiy
LAY BENRARINS £a avne
0 RIS

One thousand and 00/100******

i e Similarities We Noticed :
D428 i

¥ [ )
Jaremiah isaiah Steding Grant - : = Same Compony Name

® Same Bank Logo

® Same MICR Line information

DESIGN WEST ENGINEERING, INC. Red Flags :
Ay E v F kY A
WAR kAR S, CA QR
[ g F s ]

® Different signature

Two Hundred Eleven and 20100

® Different check stock

® Currency Amounts are different i

nature




Fraud Type Losses .

RS

Altered 223,625 $1.81B

ESE ARE ACTUAL FRAUD
TRENDS IDENTIFIED ACROSS
FINANCIAL INSTITUTIONS
Forged 2,4] 0 $3523M USING OUR FRAUD

DETECTION TECHNOLOGY

Counterfeit 11,253 $47.39M
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STOLEN INFC

HOW CRIMINALS GET YOUR
INFORMATION

.& Personal Inf

Iﬁ' Bank Accouy

E ID Document
N Check Temp,
.

dress Info
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FROM MAILBOX TO TELEGRAM

. . 1)
Telegram is a messaging platform where users can
"t ; communicate privately, share files, and join large groups,

making it a common tool for online fraud networks.

With over 1 billion users worldwide, Telegram has become a
major hub for check fraud, allowing criminals to share stolen
information, sell counterfeit check templates, and organize

fraud activity.
Q)
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Telegram and other social media platforms have become
(X)) common tools for fraudsters. Nearly 30% of scam victims Q)
/.. report their scam originated on social media, resulting in more

than $2.1 billion in losses in 2025.
Q)
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Life Of A Banker i)
Below are some tutorials | will be
offering

« Cashapp Tutorial &

« Coinbase Tutorial &

« PayPal Tutorial &

+ Wire Checks Full Tutorial &

« iDme Full Tut &

+ Direct Deposit Method &

+ Credit TopUp Tutorial &

» DDA Full Tuteril &

« BillPay Tutorial 1/3 &

« Zelle Full Tutorial &
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Pinned Message

| Hit ma DMs @LLI0OM1111 | Pinned M
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Journey of a stolen check

1/22/25 1/24/25 @ 1/29/25 1/30/25 @ 2/3/258

Mallbox reported Check posted for sale Multiple altered checks Multiple skilled Account closed = "Closed
vandalized on telegram for 525 processed through counterfeit presented Account” retums received
mobile deposit - through in-clearing - in CFD

totaling 511,300.00 564,500.00
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est mail theft

Older adults ave been identified
experience check Mail theft-rela.ied : ro;:‘::lif::,;r,e::;l’:ng
fraud more often check fraud S »rn seaboard.

than younger most common In

generations. rural areas.

Most check fraud The average check

A fraud scheme can
victims lose less

than $100 per last up to 18
False - Nearly half of incident. G e B o

victims lost more than detected check fraud schemes

$1,000 per incident, with can last up to 18

many losing over $5,000. months before being
detected.
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$2.1billion

The amount of losses
attributed to social
media scams in

2025.

The median loss FINCEN'’s reported

reported by amount in suspicious

customers related to activity tied to mail

mail-related check related check fraud

fraud in 2024 in the first 6 months
of 2024

SOURCE : FEDERAL TRADE COMMISSION REPORT & FINCEN (FINANCIAL CRIME
ﬁ) ENFORCEMENT NETWORK)




Phycological
DEEE Financial Identity theft y .g
access to ) . & Emotional
Hardship risks
funds stress

A recent consumer survey found that 6 in 10 consumers expect their bank to
protect them from fraud. Despite these expectations, check fraud continues to

rise, leaving victims facing financial losses, delayed access to funds, emotional

stress, and, in many cases, significant financial hardship.
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Business owners Percentage of The average yearly The percentage of
reported that check businesses that amount of fraud businesses that
fraud remains the have reported losses businesses continues to use
number one attempted or actual have experiences checks regularly
payment fraud check fraud

treat their
organizations

O

Q SOURCE : THE 2026 ASSOCIATION OF FRAUD PROFESSIONALS PAYMENTS FRAUD AND
CONTROL SURVEY




Employee
Distrust

Customer &
Vendor
Concerns

Payment
Delays

Operational
Efficiencies

Despite the growt

a result, check fraud remains a leading threat to businesses, causing payment

delays, operational challenges, financial losses, and customer, employee and
vendor concerns.



$38.5 Billon

This is the number of check This is the percentage of This is the percentage
fraud loses reached in the financial institutions that increase in counterfeit
year of 2025 alone. The report ongoing fraud check activity reported by
United Staes accounted for attempts the federal reserve in the

$33.6 billion, representing following year.
87% of global check

fraud losses.

SOURCE : THE 2026 ASSOCIATION OF FRAUD PROFESSIONALS PAYMENTS FRAUD AND
ﬁ) CONTROL SURVEY

)



Greater pressure

Increased .

2 to implement

Increased fraud operational . "

Customer Trust & > S : real-time or "Day
: investigation strain on fraud "
Reputation . Zero" fraud
costs and operations .
detection
teams

capabilities
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Check fraud continues
to be the most targeted
payment method by
fraudsters.

il

58%—63% of
organizations report
attempted or actual

check fraud

_

[e]

60% of financial
institutions report
persistent fraud
attempts

=

Fraud incidents Check fraud continues
increased 11% despite to outpace ACH and
declining check usage wire fraud as the
leading payment fraud
method

INDUSTRY REALITY




PROTECTING YOURSELF :

PREVENTION & INVESTIGATIVE BEST PRACTICES

STAY ONE STEP AHEAD
8 & ™
BE CAUTIOUS

t Verify requasts

wo\

1234 5b78 9012 345bL

Wi 12/28




Avoid leaving checks
in mailboxes
overnight

Secure Your Mail

Think before sharing
personal data with
hew apps.

Report suspicious
activity immediately

Use strong
passwords and
secure banking apps

™

Monitor Your

Accounts online
DAILY

Never share account
information through
email or text.

Business Owners:
Use Positive Pay and
other bank fraud
protection tools.

Set up fraud alerts ,
account notifications
and invest in fraud
software

Shred old checks,

3 | bank statements, and

financial documents




m Contact Your Financial Institution

Immediately

-Z." Report the Fraud to the

following agencies

= Be Proactive

Prevention Tools

Take Advantage of Fraud

Report suspicious activity
Place holds on affected accounts

Review recent transactions

FTC: ReportFraud.ftc.gov
USPIS:
Mail theft and stolen checks

Local law enforcement if applicable

Bl

Change passwords regularly

Enable multi-factor authentication

Monitor credit reports and account activity

Invest in Positive Pay (businesses)

Account alerts and notifications

Credit monitoring services



Despite living in a
digital banking era,
check fraud remains a
growing threat.

The best defense

against check fraud
is awareness. Stay JEE R

informed and stay social TnEdla,_and
proi‘ecfed, organlzed crime

Today’s criminals

Consumers,
businesses, and
banks are all affected



STAY ONE STEP AHEAD

A &

S

BE CAUTIOUS

Verify requasts

7 TED.
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