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Whether you know it or 
not, you have already 

entered a world of bugs, 
vulnerabilities, and hackers.
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A world where a single 
mistake can lead to dire 

consequences and 
embarrassing headlines.
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A world that seems to 
answer the question, 

“what could go wrong?”
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We are returning yet again to 
this world to study the causes 
of their failures so that we 

can learn from their mistakes.
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A Consequence of Ineffective Controls 
Incomplete Implementation and Validation Plans

• Incomplete implementation and validation plans used when deploying 
new network devices led to a misconfigured device changing network 
behavior without detection.

• When complex changes or changes that impact how the system is 
designed to react to errors are being performed, it is essential that 
the tasks are broken down into small logical steps and that each 
step is successfully function tested before proceeding.

• The lack of a complete plan and validation can lead to an unstable 
or unanticipated system state which will be difficult for engineers to 
troubleshoot.



A Consequence of Ineffective Controls 
Lack of Meaningful Error Codes

• Lack of meaningful error codes meant that it took the system 
engineers over 12 hours to troubleshoot the initial 12-minute 
network outage, correctly identify root cause, figure out why 
systems continued to be impacted hours later and fix it.

• Systems need a “debug mode” which engineers can use to quick 
pinpoint an issue’s cause.

• Without meaningful error codes, Engineers must resort to guessing 
and trial and error which can take a very long time to get to the 
root cause.



A Consequence of Ineffective Controls 
Undetected Misconfiguration in Automation

• Misconfigured OSPF routes caused the network to respond to a 12-
minute outage by incorrectly rerouting a significant amount of 
customer voice traffic to a system that did not handle voice traffic.

• Since the system could not handle the traffic, it was just dropped.

• This caused affected customers in the region to lose voice service 
and their phones were no longer registered on the network.

• When employing advanced routing protocols, monitoring must be in 
place to identify planed rerouting paths and identify potential 
issues or mismatches.



A Consequence of Ineffective Controls 
Systems Overwhelmed By High Traffic Loads Due to Outage

• Phone registration and call handling systems were not properly sized to 
handle the flood of requests they received when the network outage was 
corrected itself after 12 minutes and customer phones tried to register 
and again use the network.

• Failure to account for abnormally high usage led to system requests 
going unanswered and outages.

• This led to an over 40% call failure rate during the incident including 
over 23,000 failed 911 calls.

• When planning a system, Architects must look at and plan for handling 
not only the anticipated average use but also the anticipated worst-case 
peak use.



A Consequence of Ineffective Controls 
Inability to Remotely Administer Network Devices

During a Network Outage 
• Because the voice registration system was overloaded and customers continued to be unable to make calls, Network 

Engineers tried to troubleshoot the problem.
• Their first thought was that the network was not configured correctly and manually disconnected the network link whose 

failure had started the disruption of service.  Disconnecting the network link also had the impact of reactivating the wrong 
OSPF routes and again disconnecting those users who had successfully re-registered their voice service.  This further 
increased the registration load on that already overwhelmed service.

• When the engineers determined that the network link was not the issue, they also discovered that they were unable to 
remotely reconnect the link due to a lack of a redundant network path to connect Engineers to network devices.

• A local technician had to be dispatched on-site to manually reconnect a router to the network which significantly delayed 
further incident troubleshooting and resolution.

• Network engineers must always have a backup method of connecting to network equipment so that they can remotely 
troubleshoot issues even when the network is down.



A Consequence of Ineffective Controls 
Doing Nothing About Known Insufficient Security Practices

• Capital One’s misconfigured cloud presence exposed customer financial and secret data which permitted an Amazon 
employee to see, download and publish the data on 100 million customers.

• Capital One found out about the incident after they were notified by 3rd parties.
• Regulators determined that this was part of a larger issue that Capital One was aware for years that its security practices 

were woefully insufficient, and that the company’s board of directors failed to take effective actions to hold management 
accountable and therefore levied an $80 million fine.

• Software must always be configured to limit access to only those who need it and then to only the access required.
• Environments must be monitored to detect suspicious or abnormal activity and alerts must be followed up on in a timely 

manner.
• Without effective enterprise-wide security and control practices, even detected issues are unlikely to be properly addressed 

in a timely manner.

Impact:
100 Million Customer’s information leaked on the public internet led to $80 Million fine.



A Consequence of Ineffective Controls 
Using the Wrong and Outdated Tool For the Job

• Native Excel spreadsheets are meant to be super flexible permitting users to store/relate any type of data they wish.
• This means there is no native error checking and enforcement to ensure the data is entered correctly or completely.
• When these spreadsheets are used in critical production processes, additional controls must be put in place to ensure the 

data entered is accurate and complete.
• During the Covid outbreak, England’s NHS used an older spreadsheet file format (XLS) which limited each sheet to 

65,000 rows (enough to track 1,400 people per file).
• The extra data pasted into the file which exceeded the file’s capacity was just lost and this fact was not noticed by the 

people inputting the data.
• This led to almost 16,000 new Covid cases not being reported or followed up on in a 1-week period.

Impact:
Nearly 16,000 Covid Infections Went Unreported or Contact Traced For a Week



A Consequence of Ineffective Controls 
Lack of QA Testing Leads to a Cryptocurrency Crash After Launch

• A community developed cryptocurrency startup YAM that aimed to be decentralized and community driven crashed 2 days 
after launching.

• The code was in no way audited, reviewed or tested thoroughly prior to launch.
• The code contained a bug which made the currency impossible to modify/control.
• This led to the loss of the currency’s $750,000 in reserves and an overall loss of market capitalization from $525 Million 

to a theoretical value of $29 Million (assuming you can find someone willing to buy YAM today).
• Before releasing code to production, developers must always:

• Review their code.
• Check it for vulnerabilities.
• Perform a full functional test in QA.

• Failure to perform the full review can lead to software being released that may:
• Be vulnerable to hackers.
• Have unexpected functions, features or bugs.
• Embarrass or significantly impact the publisher.



A Consequence of Ineffective Controls 
Purchasing/Using Products From an Untrusted Source

• Low cost phones marketed to those with low income distributed world-wide were found to have malware pre-installed.
• The goal of the malware is to induce the customer to spend money on premium products to enrich the hackers who put the 

malware on the cellphone during manufacturing.
• The malware would do this by consuming user’s data automatically downloading premium apps and subscribing to premium 

services as the phone’s owner.
• By putting the malware on phones aimed at those who buy inexpensive phones and plans, the hackers specifically targeted 

and stole from customers who could least afford it.
• The manufacturer claimed to have no knowledge of the malware and that it must have been installed by a supplier.
• Manufacturers must remember that regardless of who injected the malware, customers see THEIR name on the packaging 

and will hold THEM responsible for the quality and security of the products they sell.
• Companies MUST ensure they properly test their finished products before they are released for sale to consumers.
• Customers must only buy/use products from trusted manufacturers or sources and after these incidents I doubt this 

manufacturer will continue to be trusted.



A Consequence of Ineffective Controls 
Manufacturer Includes a Hidden Backdoor In Their Product

to Permit Eavesdropping on Users (including kids)
• The Xplora 4 smartwatch/phone (has a SIM card and is on the cell network) which is marketed to kids was found to 

contain a back door within its code (disabled by default) which would turn the smartwatch into a microphone and hidden 
camera.

• The company acknowledged that the code had been left over from a previous product pilot, was not implemented due to 
privacy concerns and claimed to have since removed the code in a software update.

• They also claimed that to activate the code a person would have needed physical access to the watch and knowledge of its 
assigned phone number and that any recordings or pictures would have been sent to a company controlled and highly 
secured server and not accessible to any third parties.

• Bottom line, consumers must remember that ALL IOT devices including smart watches are fully functional computers that 
can be made to do ANYTHING with the proper programming.

• As consumers we must decide if we trust the vendor to provide ongoing support and patching services after the sale and 
that they will not include or activate inappropriate functions or backdoors into the software.  If we do not trust the 
company, then consumers must vote with their wallets and choose not to purchase such devices from untrusted vendors.



A Consequence of Ineffective Controls 
Using Unvetted and Untrusted “Free” Code

• Javascript is a very flexible, powerful and popular language used within websites because it does not need to be compiled, 
can run on virtually any browser/system and can make the computer running the script do virtually anything.

• With Javascript, systems can copy/manipulate any data/files or install/run any software they wish on the victim system. 
• Three Javascript scripts publicly released on the site NPM in 2018 were found in 2020 to have included back doors that 

when run would cause the server to open a reverse shell to a hacker-controlled system.
• A reverse shell grants a hacker elevated, interactive and hard to detect access to the victim server. 
• Administrators and application developers must only use scripts from trusted sources and then only after they have been 

scanned/reviewed.
• Network operations must be alert for and follow up on unusual/suspicious network traffic coming from a server as that can 

indicate a reverse shell or other attack is in progress.
• For public script repositories such as NPM to become/remain trusted sources, they must actively review/curate the 

supplied scripts in a timely fashion.



A Consequence of Ineffective Controls 
Unintended Consequences of Automation

• Apple constantly scans the apps in its software stores (both for phones and Mac computers).

• When malicious code is found in an app, the software:
• Disables the account that uploaded the software containing the malware.
• Removes all software uploaded by that account from its stores (no longer available for download) and employs an 

irreversible “kill switch” to disable the software already installed on people’s machines.
• Displays a warning to users who try to run “killed” software that the software contains malware and can damage 

your computer.

• Occasionally, the automation mis-identifies legitimate code as malicious incorrectly taking these permanent actions which 
shuts down the developer’s business and tarnishes their reputation with customers.  Apple needs to rework this process.

• Also, since the automation that controls the “app kill switch” could be misused or abused to make Apple products world-
wide unusable, Apple MUST properly secure and monitor this automation framework to prevent and detect its 
compromise.



A Consequence of Ineffective Controls 
Brokerage Accounts Hacked Possibly Due to the Lack of 2FA

and Lack of Timely Support Responses
• Robinhood is an on-line brokerage firm whose aim is to make investing easy and accessible to everyone.
• In the September of 2020 roughly 2,000 customers found suspicious activity on their accounts (unauthorized security 

sales and money transfers pending) and contacted Robinhood support for assistance.
• Robinhood support was unable to engage and respond in a timely fashion (which permitted the fund transfers to complete).
• Robinhood reported that their systems had not been hacked and believed that hackers gained access to Robinhood user 

accounts based on password issues such as using the same password at multiple sites.
• Robinhood also permits users to use Two Factor Authentication (2FA) for logging in but DOES NOT REQUIRE IT.
• A part of making investing easy and accessible is ensuring customer support has enough people to engage with customers in 

a timely fashion.  This is especially true when the customers are trying to prevent fraud.
• Additionally, while we still do not know how the affected accounts were compromised, we do know that 2FA adds an 

additional layer of security helping to prevent unauthorized access to customer accounts.  Therefore, financial companies 
should require the use of 2FA by all customers.



A Consequence of Ineffective Controls 
Lax Security on Home Cameras

• A hacking group released 3TB of pictures and videos taken from private in-home security cameras mostly in Asia.

• The cameras were all accessible from the public internet and were either incorrectly configured, unpatched or had easy to 
guess passwords permitting the hackers to access the cameras and record video of their surroundings.

• Bottom line, security cameras are also computing devices that must be secured, configured, maintained and monitored 
just like any other network connected device.

• Consumers who choose to have cameras in their homes are encouraged to:
• Select a camera from a trusted brand that is offering ongoing patching support.
• Enable only the functions and features you require.
• Change the default password to one that is long, complex and secure.



Anatomy of a Ransomware Attack
Step 1: Phishing

• Hackers send phony e-mails to get users to share credentials or 
install malware directly on their machines.

• This provides hackers with a foothold (way in) they can use.

• In the past general phishing e-mails have been sent to millions of 
targets at once and was expected to have a very low success rate.

• Today hackers have become more selective and now take their time 
to tailor the e-mail to look authentic to the intended victim (to 
make it more likely to work). – Spear Phishing.



Anatomy of a Ransomware Attack
Step 2: Recon (Optional)

• Once the hacker has access to the victim’s PC/network the hacker 
can choose to take a little time to survey the environment.

• The survey can identify for the hacker:
• Specific targets to attack
• Attack methods the that will work against the target.
• Additional networks or connections that may also be of 

interest to the hacker.

• When doing recon, the hacker generally will use small payload tools 
that bootstrap off known vulnerabilities to gather information which 
may fly under the radar of many security tools which helps the 
hacker avoid detection.



Anatomy of a Ransomware Attack
Step 3: Exploit and Deploy

• Once the hacker is satisfied that they have everything they need, 
they can kick off the virus or malware to attack the victim’s 
systems and encrypt the data using a remote command and control 
system.

• The software is configured to “dial home” and send the hacker a 
copy of the encryption key used so that the hacker can ransom the 
key back to the victim.



Anatomy of a Ransomware Attack
Step 4: Extort by Removing Access

• The victim company is notified that their data has been encrypted 
and they must pay a ransom to get the decryption key to get the 
data back.

• In recent years, the asking price for the ransom has gone up 
astronomically with companies being asked to pay ransoms in the 
MILLIONS of dollars.

• The ransom is usually required to be paid using cryptocurrency 
which is not well regulated and difficult to track (the modern-day 
version of unmarked bills).

• Experts believe that so long as ransomware remains economically 
viable, hackers will continue to employ it.



Anatomy of a Ransomware Attack
Step 2a: Sabotage Recovery Efforts In Advance

• Over time, companies have gotten better at securing critical backup 
data.

• By having an isolated viable backup, the company is more likely 
able to recover from the attack without paying a ransom to the 
hackers.

• The Ransomware Gang’s only objective is to get paid.  They do not 
care who gets hurt or how they convince the victim to pay.

• To further convince the victim to pay, Ransomware Gangs now also 
copy victim data and threaten to embarrass the victim by releasing 
the data if the ransom is not paid.

• Additionally, Ransomware Gangs now can also target backup 
repositories to prevent data recovery leaving the victim only one 
remaining option for recovering their data, paying up.



Anatomy of a Ransomware Attack
Aftermath on the Victim Company

• An Uber exec was indicted for trying to cover up a hack and not 
reporting it had occurred.

• The US Government can fine/prosecute those who violate sanctions 
by paying a ransom.

• Victim companies have been forced to revert to pre-computerized 
(manual) processes and methods to conduct business (if even 
possible).

• Small companies who have been unable to afford the ransom or the 
cost to recover were forced to go out of business.

• Large companies lose millions from the bad press/lost good will and 
by either paying the ransom or trying to recover the data 
internally.



Anatomy of a Ransomware Attack
Aftermath on Users

• Customers lose access to services.

• Pay as you go utility customers have lost power because they could 
no longer buy more on-line.

• Patients have been put at risk and have even died because Hospitals 
were hit by ransomware.

• Citizens and business have been unable to obtain permits from the 
city or county and have been forced to stop working.

• Ransomware hitting a court system or a police department has been 
known to disrupt trials and destroy/taint evidence.



Anatomy of a Ransomware Attack
When Users Lose Faith In the Controls In Place

• When success is critical or even life and death, people choose and 
make use of the tools they believe are the best most reliable 
available to do the job.

• What does it then say when a team decides that it would be better 
not to use technology and instead use a slower, more cumbersome 
manual process to avoid being hacked?

• Coronavirus vaccine trials being tracked off-line/manually due to a 
Ransomware attack on the software normally used to track test 
results.



• Use only vendor supported hardware and software from 
trusted sources.
• ALWAYS change the factory default passwords.
• Use Two-Factor Authentication (2FA) wherever possible.
• Enable only the options/settings required and lock down 

the rest (leverage hardening guides whenever possible).
• Only use an account with elevated access when 

necessary and then for as little time as possible.
• Use Anti-Virus (AV) software EVERYWHERE it is available.

So What Can We Do?:
Select and Maintain the Right Tools (Part 1)



• Deploy patches and updates as soon as possible.
• Expect at least daily updates for AV.
• Expect at least monthly updates for Operating Systems and other key software.
• For business computers at home, many organizations require computers be on 

the corporate network (VPN?) to receive updates.

• Review, scan for vulnerabilities and test all code/program changes 
before deployment.
• Back-up all critical data to an isolated environment.
• Regularly test that data can be restored from the backups (at least 

2x/yr).
• The entire purpose of the backup is to ensure lost or corrupted files can be 

recovered in a reasonable amount of time.
• If file restores are not possible, the backup is useless.

So What Can We Do?:
Select and Maintain the Right Tools (Part 2)



• Phishing awareness, avoidance and reporting campaigns.
• Please do not forget that Spear Phishing targets execs so IT would not be aware of 

the attempt unless it was reported.
• Report all suspicious e-mails coming to your work email address to your IT support 

team for follow up.

• Create and maintain strong passwords.
• Double-check you are connecting to the correct site before putting in your 

username and password.
• Ensure all critical files are stored on a server that is backed up.

• Most business do not back up their employee PCs.

• Users must save their critical files to a server or file share that is backed up.

• NEVER share your password with anyone, including support personnel.
• NEVER walk away from an unlocked computer.

So What Can We Do?:
User Education



• Monitor the network to detect abnormal/suspicious events.

• Have enough security personnel available to engage with users and 
appropriate groups in a timely manner.

• Work with users and appropriate groups to investigate and respond to 
attacks or suspicious activity.

• Keep current on cyber security trends so that they can advise and 
adapt security and controls based on new developments as they occur.

So What Can We Do?:
Enterprise Cyber Security



• Computers do what they are told nothing more and 
nothing less.
• All non-technical risks/opportunities for fraud also exist 

within computing systems as well (the question is how it 
can be exploited).
• Review security around privileged accounts.
• Ensure least privilege access is in place.
• Ensure SoD is enforced.
• Logging and log integrity must be in place.

So What Can We Do?:
Takeaways For Auditors



Thank You
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